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Could Al Prevent
Cyber Attacks in K12?

A record-breaking 121 ransomware attacks targeted schools and
colleges, a significant increase from 71 in 2022. (Cybersecurity Dive)

2023

Educational institutions faced an average of nearly 3,000 cyber
attacks per week, marking a 44% rise from 2021. (Cegis Cyber)

2018 to July 2024

e The U.S. education sector experienced 491 ransomware attacks,
compromising over 6.7 million individual records. (Comparitech)
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https://www.comparitech.com/blog/information-security/school-ransomware-attacks/?utm_source=chatgpt.com

) The Good News

Ransomware attacks on K12 institutions has dropped
significantly—from 188 in 2023 to 116 in 2024.

This decline underscores the critical role
Artificial Intelligence plays in
strengthening cybersecurity in K-12
schools, driving this positive trend and
safeguarding students and educators.

FUTURE OF EDUCATION TECHNOLOGY CONFERENCE® | #FETC WWW.FETC.ORG
https.://www.k12dive.com/news/education-ransomware-attacks-2024-comparitech/736854/



http://www.fetc/

Al: Cybersecurity
Challenges and Risks

Over-Reliance on Automation

Sophisticated Cyber Threats

Bias and Discrimination

Automated Social Engineering

Privacy Concerns


http://www.fetc/

Al: Cybersecurity Benefits F20 S
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and Opportunities

Cyber Defense Improvements

Greater Resiliency
Increased Efficiencies
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How can Al-driven solutions detect,
prevent, and respond to cyber threats?

Ability to analyze vast

amounts of data “ Pattern detection

(Quantum Computing) .\\. (0(‘

Adapt to new Leverages advanced

: ' lgorithms, |-ti
threats in real-time algorithms, real-time

analysis, and continuous
learning capabilities.
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Al’s Role in Real Time

Threat Detection F2b &5

Threat
Analysis

Al algorithms analyze
network traffic to
identify anomalies
indicating cyber
threats, enabling
proactive
cybersecurity
measures.

Rapid
Response

Immediate alerts on
detection enables
swift response to

potential security
Incidents,

minimizing damage.

Persistent
Surveillance

Continuous
monitoring ensures
that even the most
subtle signs of a
breach are not
overlooked.
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Top Ten List: Al's
Role in Real-Time
Cybersecurity
Protection
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1. BEHAVIORAL ANALYSIS

Al algorithms analyze user 2= ==
behavior to detect suspicious ,~
activities, such as unusual
login times or unauthorized /3¢
access to sensitive data, e D) |
enabling more effective o\ |
identification of insider
threats and unauthorized
access across networks.
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2. ANOMALY DETECTION

Al algorithms establish a
baseline of normal behavior
by analyzing network traffic,
user activity, and system
operations, flagging
deviations as potential
threats like unauthorized
access or suspicious data
transfers.
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3. PATTERN RECOGNITION

\ /

Al-powered solutions
identify patterns of
known cyber threats,
such as malware and
phishing, while
continuously learning
from new data to stay
ahead of emerging
threats.
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4. PREDICTIVE ANALYSIS

Al forecasts potential cyber
threats by analyzm? i
historical data and trends, : &
enabling organizations to =

identify vulnerabilities and | uutll |
proactively strengthen H
defenses before attacks '

OCCULI.
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5. REAL-TIME RESPONSE

Al-driven solutions automate
real-time responses to cyber
threats, blocking suspicious IPs,
guarantining infected devices,

and shutting down
compromised systems to
prevent further damage.
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6. ADAPTIVE SECURITY MEASURES
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Al continuously adapts
security measures to
evolving threats and
changing network
conditions, ensuring
effective defenses
against both known and
unknown cyber threats.
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7. ENHANCED MALWARE PROTECTION

Al-powered malware
detection analyzes file
attributes, behavior
patterns, and code
structures to identify
unknown malware,
keeping organizations
ahead of evolving threats
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8. AUTOMATED INCIDENT RESPONSE
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Al automates incident
response by triaging
alerts, mvestldqatlng
Incidents, an
orchestrating .
remediation, streamlining
workflows to mitigate
cyber threats efficiently.
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9. THREAT INTELLIGENCE INTEGRATION

Al-driven solutions integrate
with threat intelligence
platforms to access
real-time data on emerging
threats, enhancing detection
and prioritizing critical
vulnerabillities.
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10. CONTINUOUS LEARNING AND
IMPROVEMENT

Al enhances detection by
!nteﬁ_ratlng with threat
intelligence platforms, 5
accessing real-time data on _
emerging threats, and _f
priorifizing critical
vulnerabillities.



http://www.fetc/

10. CONTINUOUS LEARNING AND
IMPROVEMENT

@ CYBERSECURITY
RUBRIC

ANNOUNCING

300

CERTIFIED CYBERSECURITY
RUBRIC EVALUATORS
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Ethical Artificial Intelligence

Transparency Empowering

Data Security and Oversight Humans

Robust Data Encryption Clear Al Communications

Human Oversight

Human in the Loop

Strict Access Controls
Process

Embedded Cybersecurity
Education in Curriculum
Security Audits Defined Roles

Regular Al Systems

Cyb ity C
ybersecurity Concern askiies

Cyber Education Channels
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Resource: Al Cybersecurity Readiness Checklist

K-12
GENERATIVE Al READINESS CHECKLIST

Council of the
t City Schools
LEADING EDUCATION INNOVATION
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Resource: Cybersecurity @:=

Educational Technology

A Call to Action for Closing
the Digital Access, Design,

and Use Divides

Oﬂi:e OfEdTeCh = Cybelsecwity 2024 Natonasl Educational Technelogy Plan
Resources '

CISA- Cybersecurity for K12
K12 Six — K12 Essential Series
CoSN - Cybersecurity

WY XU+
US GEPARTMENT OF EDUCATION
Y

£\t ad

NIST — Cybersecurity Frameworks
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Resource: Artificial Intelligence

CoSN- Artificial Intelligences in K12

Teach AIISTE -Al Guidance for
Schools Toolkit

Al4K12 The Artificial Intelligence
(Al) for K-12 Initiative

ALL4ED — Emerging Al Practice
Guide

Improvement and Transformation
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